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Technological developments, developments in telecommunications and in the new media are
reshaping the market in which financial services companies operate and ultimately how they com-
pete. This is an irreversible and ongoing process of change and industry convergence that started
in the nineties during the “dot-com” boom and whose outcome is yet to be defined.

INNOVALUE Management Advisors and Locke Lord have joined forces to combine top tier strategic
thinking with legal and regulatory expertise for the development of three digital banking thought
leadership reports. This is the second of the three and is intended to provide a snapshot of the
opportunities, challenges and key success factors for financial institutions looking to leverage the
blockchain opportunity.

Enjoy the study and may it increase the wisdom of your decisions.
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EXECUTIVE SUMMARY

Seven years after the blockchain was intro-
duced, there is a shift in focus occurring in the
discussion around the applications for the tech-
nology. Previously, the discussion has focused
largely on the Bitcoin - an early application of
the technology in the form of a digital currency.

Recently, the discussion has begun to focus
more and more on the core elements of the
blockchain itself and how its nature as a distrib-
uted ledger for transactions could be leveraged
to provide new products and services and to
improve existing ones.

Blockchain was first launched as an alternative
approach to payments (using mathematics to
provide an alternative mechanism for the trust
between two transacting parties). Now it is
being used as a solution for a wider range of
transactions.

INNOVALUE

The potential applications for the blockchain
range from methods to transfer funds across
currencies in a cost effective way (e.g. as an
FX clearing tool for cross-border remittances)
to provision of “programmable money” (e.g.
transactions that pay only after conditions are
met) to digital assets (whereby the record of
ownership for an asset is stored digitally) and
to peer to peer storage (where data is stored
in a distributed way across multiple systems -
without a dependency on a central system or
provider).

New companies who offer solutions in these
areas have already emerged and incumbent
institutions in both financial services and tech-
nology are considering (and already launch-
ing) blockchain based solutions. Moreover,
“incumbents” are responding to new entrants
by developing in-house solutions, investing in
blockchain companies, forming partnerships or
leveraging accelerators.

This paper provides an overview of the
development of the blockchain, details of the
mechanisms of the new technology for pro-
cessing transactions, a summary of the “new’
blockchain initiatives and a discussion of the
response that organisations are taking.
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1
INTRODUCTION

Currently, transactions between people (where
goods / information are exchanged) rely on a
trusted third party (such as a card scheme), who
mitigates the risk of a transaction between un-
familiar payers and payees (for example through
e-commerce) by enabling the transaction and
providing a payment guarantee, subject to the
payee abiding to set rules.

While this type of risk is not material in cash based
face-to-face transactions, during which a deal is
settled by cash exchanging hand on the spot, it ex-
ists in remote transactions, which rely on a third
party to provide the payment guarantee.

Figure 1: Bitcoin/ Blockchain story line

Satoshi Nakamoto's
paper on a “new,
electronic cash system”
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In 2008 Satoshi Nakamoto' created a system
which replaces these traditional third parties and
provides a distributed ledger of verified transac-
tions of a particular unit.

This system is known as the “blockchain” and it
is the result of three different and independent
concepts: distributed ledger?, cryptography?® and
open source software®.

The first and most famous application of the
blockchain is a digital currency called Bitcoin.
Bitcoin has gained media attention due to its
price volatility (reaching ~£1,000 per coin in
2013) as well as due to its use by Silk Road (the
biggest online black market, selling illegal goods
over the internet and accepting only bitcoins),
which has been closed by the FBI and due to the
emergence of competitors (such as Ripple).

September: October:
Ripple is released FBI closes Silk Road

_/

2013 )

Bitcoin's price
peaks $979.45
per bitcoin

! Satoshi Nakamoto is a pseudonym for an unidentified person or group of people
2 Definition: “a ledger containing the record of all transactions by all users [that]

is publically available to all” - Bank of England

3 Definition: “Cryptography is the use of codes to convert data so that only a specific

recipient will be able to read it, using a key” - Microsoft

4 Definition: “Open source software is software that can be freely used, changed,
and shared (in modified or unmodified form) by anyone.” - Open Source Initiative

INNOVALUE

These events have all increased the interest in
the Bitcoin's technological backbone: the block-
chain.
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Source: coindesk.com, company press releases,
INNOVALUE research
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2

OVERVIEW OF BLOCKCHAIN
AS A METHOD FOR
COMPLETING TRANSACTIONS

As the internet was created to allow computers
to communicate across different locations and
their users to communicate with people they
might not have physically met, the blockchain
was originally created to allow value to be ex-
changed across different locations and between
strangers.

The blockchain “is the ledger (book of records) of
all transactions, grouped in blocks, made with a
(decentralised) virtual currency scheme.”®

The blockchain enables the exchange of informa-
tion, in a synchronous and even manner, allowing
two parties in a network to complete transac-
tions without the parties being known to each
other or guaranteed by a third party. It effectively
enables a collective book keeping system on the
internet, which constantly updates and, with the
aid of a mathematical function, allows partici-
pants to reach an agreement on the approval of
the transactions. In this system, transactions are
made between members of a network and the
information concerning the transactions is gath-
ered in "blocks".

°> Source: ECB, Virtual Currency Schemes, February 2015

These blocks are reviewed and verified by the
network and added in a chronological order (cre-
ating the chain of blocks) on the computers of all
participants of the network. The blockchain is
then the public register (the list) of transactions
and is, de-facto, owned by each participant of
the network. Thus, all movements of information
that has been exchanged in the network can be
traced, enabling the transparency of the system,
assuming that the IP of the computer being party
to a transaction is not masked.

The diagram on page 8 explains how a transac-
tion is processed by a blockchain system. The
first is an overview of the blockchain process
itself, while the second is an illustration of the
blockchain process in a physical marketplace to
provide an overview of the concepts in a more
familiar setting.

Any usable “value exchange” system for transac-
tions has to satisfy two key features: reliability
and safety®. These features have so far been en-
sured by a trusted third party (e.g. a bank, clear-
ing house, government). These organisations are
trusted due to their established position in the
market and their willingness to undertake the risk
of the buyer or seller in case of a default.

They also have mechanisms in place which pre-
vent buyers from “double spending” (using the
same funds for two separate transactions), cre-
ating structured features that enable trust in the
system. The blockchain introduces a way of pro-
cessing transactions that eliminates the risks con-
nected to a centralized third party and fulfils these
roles. It does this through its distributed ledger
design and the hash function, which are explained
in more detail in the following paragraphs.

Figure 2: |lllustration of the blockchain and of the distributed network

5 Source: ECB: “The availability of reliable and safe payment mechanisms

for the transfer of funds is therefore a sine qua non for the majority

of economic interactions (i.e. “no payment, no trade”).”
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Figure 3: Distributed ledgers compared to
centralised or decentralised ledgers

Centralised

Decentralised - based on hubs

Distributed

The fact that the blockchain is a distributed ledg-
er maintained by all the members of the network
enables transparency and integrity of the sys-
tem. A distributed ledger works by equally redis-
tributing the control and the risk of the system to
each member of the network. On this concept,
IT firms (such as Microsoft and Oracle) have
developed a method to distribute data among
multiple devices in a way that each device can
modify and / or update information, making
them available to the entire system.

A distributed ledger can be located on any type
of company network, intranet or extranet or,
more broadly, on network servers connected to
the internet. It differs from a centralised and de-
centralised system since the data is owned by all
members of the network and not only by a cen-
tral entity or a restricted group of hubs.

The architecture of the ledger can be built to pro-
vide different layers of security and to connect
identical devices (computers) or devices with
different components (hardware and software).
A distributed ledger can be set up using three
variables: access to the network, homogeneity of
the devices in the network and the complexity of
information included in each block. This leads to
different setups illustrated in figure 4. Therefore,
a blockchain can be implemented in different
ways in order to facilitate different uses, which
are considered in the next section of this paper.

In addition to the features enabled by the distrib-
uted ledger, the hash function provides a way to
maintain the security of the system and ensure
that transactions are not duplicated. It provides a
method of agreement on the state of the distrib-
uted ledger, known as a “proof of work".

Figure 4: Matrix of distributed ledger permutations

Access

Infrastructure

Block's content size

Public

The participation to the
network is open to the public /
those interested in taking part

to the network

Homogeneous

System requires same
hardware and software

Limited

The blocks within
the blockchain are of limited size
(in bits) and contain limited
amounts of information

Private

The participation to the
network is restricted to a
selected number and type
of participants

Heterogeneous

System is able to operate
on multiple hardware
and software

Extensive

The blocks within
the blockchain have a size such it
can contain a larger amount
of information

Source: INNOVALUE research
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This “proof of work” process works as follows:

* Each block includes three pieces of informa-
tion - a reference to the previous block (x),
transaction details (y) and a random number
called a "nonce” (z). These inputs are trans-
formed into a single output of a defined size
using a “cryptographic hash function” (in
mathematical terminology if H is the hash
function, then the output would be H(x,y,2)).
The cryptographic hash function transforms
the inputs in such a way that it is effectively
impossible to reverse the transformation or
predict the outcome.

= Thisoutputis then compared to a pre-defined
threshold. If the output (the hash value) is not
less than the threshold then the node com-
pleting the proof of work changes the nonce
(for example to z;) and computes the hash
value with these new values (the new output
would be H(x,y,z).

* Once a node has a hash value (H(x,y,z,) less

than the threshold the block can be added to
the chain (figure 5 illustrates the process).
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Overview of the blockchain process

Transaction
definition

@

The “Buyer"” agrees to a transaction

and transmits to the network

a transaction message including details
of the “Seller”, the value of the
transaction and a unique digital signature
(code) that proves the authenticity

of the message.

<

To: What:
56uhh98 unit0023

Encryption code: O9uwrfuhjb

Transaction
authentication

@

The nodes (computer / users)

of the network receive the message
and authenticate the validity of the
transaction by decrypting the digital

signature.

The authenticated transaction is
virtually placed with other recently

authenticated transactions.

Block creation

@

A node creates a block which contains the
list of recently authenticated transactions,
a header (a reference code to the previous
block) and a nonce (a random number).
The node broadcasts the block to the
network as new block to be registered

in the ledger.

(This occurs at specific time intervals)

——

Previous block reference

Suggested new block

Suggested new block

Previous block reference e
#520hh972g o
Transactions list " Ttteeeall.
56uhh98 unit0023

91uln24 52kn o
Random number (nonce)
84686946217532489153

#520hh972¢g
Transactions list :>
[56uhho8 unit0023 |
91uln24 52kn
d (nonce)

84686946217532489153

..........................

Public Ledger N
= User U HE)

: [56uhh98
= 91uln24 52kn

Doc0023

A

The nodes of the network receive the block and work to validate
it through an iteration process called “proof of work" as follows.

The first node to find the output value
“chains"” the block to the blockchain.

Several nodes individually combine (using a “hash function”) three
inputs from the block (the transaction list, the header and the nonce)

to create an output value.

If the output value is less than a pre-defined threshold then the block

is validated.

Otherwise, each node changes the nonce value and repeats the process

until an output value less than the threshold is found.

@

Source: INNOVALUE research
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Block verification

The extended blockchain is broadcast
to the network.

(Several nodes work simultaneously
to find the output value to reduce time
since the process is trial and error).

Block chaining

)
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The process takes time to complete as it envolves
the computation of a random number, minimising
the possibility for transactions to be duplicated.
However, duplication would occur if two blocks
were added to the chain at the same time, creat-
ing a “fork” with parallel “side chains". This would
happen if two nodes simultaneously solved the
hash function for different blocks and concur-
rently add them to the chain.

When nodes look to add a new node to the block-
chain they consider always the longest chain
(which is regarded as the most reliable). When
the blockchain has two side-chains the addi-
tion of subsequent blocks to these chains leads
to one of the chains being longer than the other
(because the hash function makes it unlikely that
the nodes continue to simultaneously solve the
function) and the nodes all continue to work on
this longest chain. At this point the transactions
on the shorter chain are removed from the block-
chain and must be re-added as authenticated
transactions.

In this way, even if duplication occurs, the block-
chain uses this mechanism to correct itself and
therefore prevent any potential double-spending.

This process also takes significant computational
power and, in this way, acts as a security feature
for the blockchain. The system'’s security could
be compromised if a user was able to change ex-
isting transactions. To do so a user would need
to replace a block in the blockchain and create
a new side chain that adds blocks more quickly
than the original one, therefore becoming the
longest. This would require repeating the pro-
cess of solving the hash function for each block
in the blockchain; estimates on the amount of ef-
fort required for this vary between one third and
one half of the current processing power of the
network (with one half being the most frequently
quoted amount).

Source: INNOVALUE research
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This approach is expected to be sufficient to
maintain the security of the system, in a similar
manner to methods in place today that maintain
the security of traditional payment systems.

It goes without saying that the system is able to
operate effectively when the computing power
and the number and speed of transactions are
balanced and transactions are authenticated
within a reasonably short period of time, hence
providing the confirmation of the transaction
that would be guaranteed in real time in the case
of third party authentication.

Figure 5: Proof of work process and hash function

Suggested new block
Previous block reference
#520hh972g

Transactions: >— h

56uhh98
91uln24
870pab2

Random number (nonce)

Cryptographic

ash function
calculation

N

84686946217532489153

If “NO" the node
providing the proof
of work will change
the random number
untill it obtains
a"YES"

NO [¢—

Output =
hash value

l

Is it less
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threshold ?
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l

Block is added
to the blockchain
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3
CASE STUDY:

VIRTUAL CURRENCIES

1

Although Bitcoin may be the most famous virtual
currency, virtual currencies are broader than just
Bitcoin as they are any “virtual representation of
value"’ The European Central Bank defines them
as: “A type of unregulated, digital money, which
isissued and usually controlled by its developers,
and used and accepted among the members of a
specific virtual community”.

Virtual currencies are classified into three cat-
egories based on how they interact with the real
economy: (1) closed virtual currencies, (2) Non-
convertible virtual currencies and (3) Convert-
ible virtual (digital) currencies

1. Closed virtual currencies

= This category of virtual currencies is not con-
nected to the real economy and can be used
only in the platforms they were designed for®.
Their use is mainly related to online gaming
such as “World of Warcraft”

2. Non-convertible virtual currencies

« This category of virtual currencies can be
bought, but cannot be exchanged back to
fiat currency (once you own this kind of cur-
rency you can only use it for the purpose it
was acquired). This type of virtual currencies
is often used for engaging customers' loyalty
for promotional purposes for example with
coupons or loyalty points (e.g. Amazon Coin,
Facebook credits)

3. Convertible virtual (digital) currencies
These currencies can be bought and con-
verted back into fiat currencies. This funda-
mental property means that they are strictly
“digital” currencies. The two terms “virtual”
and “digital” currencies are often used syn-
onymously; however they have different
meanings. The aim of virtual currencies is to
purchase virtual “goods / services" (goods
or services that exist only on the internet).
Digital currencies, instead, are constructed
to pay for exchange of goods in “real life” and
can be classified in two categories:

= a.Centralised: currencies that have a cen-
tralised depository (like a central bank in
the real economy) and a principal admin-
istrator (fiat currency). Example: Tibado'®
has launched a digital fiat currency that
can be exchanged using mobile and web
applications. Tibado uses a cloud-based
architecture to enable payments

= b. Decentralised: currencies that do not
rely on a central authority; instead, com-
pletely depend on a distributed system of
trust. Example: Bitcoin

7 EBA Opinion on 'Virtual Currencies’, European Banking Authority, 4 July 2014

8 “Virtual Currency Schemes’, European Central Bank, October 2012

° Although the exchange and interaction with real economy is forbidden, a black
market has been developed which allows this exchange to occur

19 Source: www.tibado.com

" http://coinmarketcap.com/all/
2 |bid.

" |bid.

INNOVALUE

The most developed and used digital currencies
are the decentralised convertible ones, which ex-
ist thanks to the blockchain, the underlining tech-
nology that allows the exchange. The relation
between decentralised digital currencies and the
blockchain is indissoluble and is analogous to
the relationship between the internet and email
(email was the first consumer product that used
the technology enabled by the internet).

There are more than 500 decentralised digital
currencies (the most popular of which is the Bit-
coin)" and the market is volatile, with consider-
able price fluctuations over a short space of time.
The total market capitalisation is ~$ 4 billion™,
with Bitcoin accounting for nearly the entire capi-
talisation of the industry at ~$ 3.45 billion®™. The
second most used virtual currency is Ripple with
a market capitalisation of $ 292 million, followed
by Litecoin with a market capitalisation of $ 97
million as of June 2015.

However, several fundamental challenges need
to be addressed for digital currencies to become
more suitable to enable day-by-day transactions
for the wider public:

= High volatility with no central authority moni-
toring or mitigating fiat currency exchange
rates

*  The risk of inflation or deflation cannot be
mitigated or controlled

* Basic concepts of money value, such as time
value, are not applicable

* Interest rates for lending and borrowing are
arbitrary as there is no reference base rate

= There are practically no monetary policies as
there is no supervising or regulatory authority

All these points raise the question about the cur-
rent suitability of decentralised digital currencies
as a widespread payment instrument or as an
asset class. Regulators are taking different posi-
tions in regards to virtual currencies.
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The European Bank Authority (EBA)' believes
that virtual currencies should be regulated at a
European level to protect consumers, enhance
financial stability and reduce the risk of financial
crime. The EBA also argues that pan-European
regulation would enhance the single European
market. It has therefore invited the European Par-
liament, council and commission to develop an
appropriate virtual currency regulatory regime
that includes: a system of authorization, segre-
gation of client accounts, capital requirements,
the creation of scheme authorities, customer
due diligence, fitness and proprietary standards,
transparent price information, and systems and
controls to reduce the risk of market abuse.

It is likely to take some considerable time before
a regime of this type is developed and brought
into force. In the meantime, the EBA has recom-
mended that

(a) national supervisory authorities should dis-
courage credit, payment and e-money insti-
tutions from buying, holding or selling virtual
currencies

(b) EU legislators should consider declaring mar-
ket participants, in particular virtual currency
exchanges, to become subject to the require-
ments under the EU Anti Money Laundering
Directive.

“ EBA Opinion on 'virtual currencies’ dated 4 July 2014

The current position of the European Central
Bank (ECB) is that although virtual currency
schemes (virtual / digital currencies) have nu-
merous potential risks, the materialisation of
these risks depend on certain risk drivers such as
the volume of virtual currencies issued and trad-
ed and the rate of user acceptance. As these risk
drivers remain low, the ECB's stance is therefore
that there is no need to amend or expand the EU
legal framework of payment systems. The ECB
will however continue to monitor developments
in the virtual currencies sector with a view to re-
assessing the risks over time.

In addition to this, each regulator within a coun-
try has often its own perspective. The UK govern-
ment, has announced as part of its 2015 budget
that it will be investing £10 million into a research
initiative to study digital currencies.

The government considered that while there are
clear barriers to digital currencies achieving wide-
spread use in their current form, the blockchain
technology that underpins digital currencies has
significant future promise as an innovation in pay-
ments technology.

> Digital currencies: response to the call for information, HM Treasury,

3 November 2014, last updated 18 March 2015

© Virtual Currencies: the other side of the coin, PLC, October 2013

INNOVALUE

At this early stage, the UK government's objec-
tives®™ for digital currency technology and the
sector more widely are as follows:

* to provide clarity and certainty on the appli-
cation of existing legislation and regulation
for users

* to limit any opportunities for criminals or
terrorists to use virtual currencies for illicit
activities, applying anti-money laundering
regulation. The Financial Action Task Force
(FATF) has noted the legitimate use of vir-
tual currencies and identified characteristics
of virtual currencies that present potential
anti-money laundering and counter-terrorist
financing risks

* to create the right environment for legitimate
virtual currency entrepreneurs to flourish

* tosupporttheresearch, development and ap-
plication of new technology

* to support monetary and financial stability in
the UK

The UK Government widely perceives’® the
blockchain technology as a positive innovation
that facilitates the fast, efficient and secure
transfer of ownership of a digital asset over the
internet.

Despite this there is currently no specific legisla-
tion that addresses virtual currencies and their
accompanying risks, however there have been
a number of recent suggestions listed in the HM
Treasury's ‘call for information’ report confirm-
ing that the UK government intends to apply anti-
money laundering regulation to digital currency
exchanges in the UK, to support innovation and
prevent criminal use. That said, nothing has been
confirmed yet.
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The biggest challenge is to work out where digital
currencies fit within the UK's regulatory financial
framework, especially in relation to the following
UK legislations:

= Payments Services Regulations 2009 - imple-
menting the EU Payment Services Directive

= Electronic Money Regulations 2011 - imple-
menting the second Electronic Money Direc-
tive

= Money Laundering Regulations 2007 - imple-
menting the third Money Laundering Direc-
tive

Recent reports have hinted that virtual curren-
cies may be incorporated into the definition of
electronic money in the Third Electronic Money
Directive although there is very little information
thus far.

Furthermore the UK's independent inter-govern-
mental body that promotes policies to protect
the global financial system, the Financial Action
Task Force (FATF), has recently published their
‘Guidance for a risk-based approach for virtual
currencies’. This guidance is intended to explain
the application of the risk-based approach to anti
money laundering measures in the virtual cur-
rency context and identify the entities involved
in virtual currency payments products and ser-
vices.”

The UK has a number of potential digital curren-
cy regulators'®: the Financial Conduct Authority
(FCA), the Bank of England, the Prudential Regu-
lation Authority (PRA); the Payments Systems
Regulator (PSR) and HM Treasury.

The FCA has established an ‘Innovation Hub' to
help innovators develop FinTech products and
services that meet the FCA's requirements but
there are no FCA publications which suggest
that they are proposing to regulate digital cur-
rencies just yet. The Bank of England does not
believe that digital currencies pose a material risk
to monetary or financial stability in the UK, al-
though admitting this could conceivably change,
but only if digital currencies were to grow signifi-
cantly. The Bank will, however, continue to moni-
tor digital currencies and the risks they pose to
its mission.”” The PRA regulates banks, insurers
and designated asset managers but not digital
currencies. It has the power to discourage some
credit institutions from buying, holding or selling,
digital currencies, as the ECB has recommended
(above), although there is no current reason to
think that it will do so. The PSR has not said any-
thing to date which suggests that it may desig-
nate or may be required to regulate, any digital
currencies in the short or medium term.

In relation to Value Added Tax (VAT), the HM
Revenue and Customs have confirmed, for now,
that income received from Bitcoin mining activi-
ties will generally be outside the scope of VAT.
Income received by miners for other activities,
such as for the provision of services in connec-
tion with the verification of specific transactions
for which specific charges are made, will be ex-
empt from VAT under Article 135(1)(d) of the EU
VAT Directive as falling within the definition of
‘transactions, including negotiation, concerning
deposit and current accounts, payments, trans-
fers, debts, cheques and other negotiable instru-
ments'.?°

FATF - Guidance for a risk based approach - Virtual Currencies dated June 2015
HM Treasury - Digital currencies: response to the call for information

° Bank of England Quarterly Bulletin 2014 Q3: The economics of digital currencies
22HMRC - Policy paper: Revenue and Customs Brief 9 (2014): Bitcoin and other

cryptocurrencies

! Ibid.

INNOVALUE

On the other hand, the US government has taken
several steps towards regulating digital curren-
cies, in particular Bitcoin. The most important
law leveraged by the government has been the
Bank Secrecy Act. In 2013, FinCEN, the Agency
authorised to enforce the Bank Secrecy Act, is-
sued guidance on the applicability of regulations
to digital currencies?. Since then, both federal
and state authorities have been actively scruti-
nising Bitcoins activities.

In the US, the New York Department of Financial
Services (NYDFS) published its final BitLicense
regulations for virtual currency businesses in
June 2015. The BitLicense was officially adopt-
ed by the NYDFS on 24th June 2015 after it
was published in the New York State Register.
Although the measures contained in the BitLi-
cense are specific to New York, they are certain
to have wider relevance. The state's importance
as a financial centre and the lengthy consultation
process mean that other states will likely look to
New York for guidance on how to deal with digi-
tal currency services. Furthermore, the release of
the BitLicense sets a precedent for other states
that have been holding back to see what the final
iteration of the regulation looked like in practice -
as well as how it was received by the businesses
and customers affected by it -. For digital cur-
rency initiatives, however, the full impact of the
BitLicense has yet to play out.

The above provides anillustration of the different
regulatory frameworks in which digital curren-
cies are currently operating. Different countries
have taken different positions in regards to digital
currencies, and in particular in regards to the Bit-
coin, and hold very different views on its supervi-
sion, monitoring and tax treatment. Overall it is
likely to see an increase of regulation on digital
currencies.
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4

BLOCKCHAIN DEVELOPMENT
AND FUTURE APPLICATIONS

14

If Bitcoin was v1.0 of the blockchain's application,
then v2.0 has already launched with a plethora
of companies leveraging and developing new ap-
plications for the blockchain and serving a range
of customer needs. Similar to the evolution of
the internet, each phase of development leads to
new applications and each phase is a significant
development compared to the previous phase.

The variety of companies working on v2.0 of the

blockchain shows evidence of its potential versa-
tility.

Figure 6: lllustrative development of web
and blockchain landscapes

ION

AOL

Not only is it used to support value exchange in
the form of a virtual currency, but it is also being
used to support “programmable money"” where a
transaction can occur only if certain conditions
are met (e.g. to make a crowdfunding donation
only if the required threshold for pledges is met).

The blockchain is also being used for the more
complex transactions, whereby the ownership
of an asset is defined in the digital world and
changes in ownership are managed through the
blockchain (e.g. documenting intellectual capital
for an idea to provide proof of ownership during
patent disputes).

PayPal

amazon €bay
N

Finally, the distributed nature of the blockchain is
facilitating a new range of databases, where each
member of the network can access and store
information (e.g. peer-to-peer data storage).
Figure 7 and the following paragraphs provide il-
lustrative examples of these opportunities.

LendingClub
KICKSTARTER

©bitcoin

Source: INNOVALUE research
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Figure 7: Possible applications

of the blockchain
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4.1 CURRENCY EXCHANGE

The blockchain is able to provide real time pay-
ments, 24/7 with rapid settlement and without
requiring a bank account. Bitcoin has been the
first application of the technology to gain con-
sumer interest, nonetheless those capabilities
can also be leveraged to enable other type of
payment functionalities.

22 Source: www.coinbase.com
23 Source: www.bitpesa.co

24 Source: World Bank

2> Source: billoncash.com

26 Source: ClO Australia

INNOVALUE

Examples of how this is being leveraged are be-
low:

» Coinbase?? (and others) are looking to apply
the blockchain to micropayments, offering
to process micro transactions for free and
instantly.

* BitPesa??(and others) are leveraging the block-
chain aiming to gain a share of the $540m?*
remittance industry by offering cheaper, “in-
stant” remittances. BitPesa's business model
isbased onthe ability to use Bitcoin as a foreign
currency clearing and international transfer
instrument between two different currencies.
This is done by converting the sender’s value
denominated in a fiat currency into Bitcoin at
point of receipt and, almost at the same time,
to re-convert Bitcoin into the receiver's fiat
currency - de facto bypassing the complex-
ity, cost and lengthy clearing and settlement
processing cycles required by a correspondent
banking network. The instant conversion into
and from a Bitcoin, minimize the volatility risk
derived from using the Bitcoin.

Figure 8: Comparison between traditional
payments and blockchain-based payments

&

Traditional payment

* Billon® is utilising the fact that an internet
connection, and not a bank account, is re-
quired for payments to provide a potential
solution for financial inclusion. Billon allows
a mobile device or a computer to become a
wallet and enable peer-to-peer payments by
leveraging the blockchain technology.

*  Commonwealth Bank of Australia has setup a
blockchain application to clear and settle pay-
ments between its subsidiaries?® since a pure
payment system powered by the blockchain
could eliminate the clearing and settlement
process.

While the Bitcoin is a virtual currency, other al-
ternative network models based on fiat currency
are emerging, potentially creating new clearing
networks for transactions.

Blockchain payment

# Transaction made using traditional payment
networks

# Once the transaction is approved the bank
guarantees the payment to the merchant

# Settlement for merchant typically 1-3 days

# Transaction made using blockchain

# Once the transaction is approved the network
(through the hashing function) guarantees
the unique payment

# Settlement for merchant typically 10 minutes
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4.2 PROGRAMMABLE MONEY

Industry professionals characterise digital cur-
rencies as ‘programmable money’, or money with
‘in-built functionality’, enabling users to encode
requirements into a payment instruction in order
to achieve autonomous, self-executing contracts
("smart contracts”).

The blockchain is an enabler for transactions
where the payment is made only after specified
conditions are met (i.e. “programmable money").
Software is used to set up a contract to specify
the payment details and the conditions required
to be met before the transaction takes place. The
conditions can be based on publically available
information (e.g. a bet on who will win the world
cup). As such, the software is programmed to
check when the conditions are met and instruct
the payment.

27 Source: Bitcoin magazine

8 Source: coinfunder.com

2% Source: ciphrex.com

30 Bloomberg Banking Report, 104 BNKR 654,
31 March 2015
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Examples of companies offering these services
are:

= SatoshiDice (“The original blockchain based
bitcoin dice game") which at times has com-
prised ~50% of blockchain transactions?’ is
perhaps the most prominent provider of gam-
bling / betting services on the blockchain.

» CoinFunder?® has developed a donation based
crowdfunding tool in order to finance new
projects with Bitcoins.

»  Ciphrex?® provides a digital currency wallet
that requires signature from multiple parties,
relevant for payments that require the agree-
ment of several parties before the payment is
made.

Contributors to the HM Treasury's ‘call for in-
formation’ said “the technology could be used
for more efficient property transfers, or for loan
repayments, where payment could automatically
take place or be adjusted once specified condi-
tions are met”.

Figure 9: Comparison between conditional
payments with a traditional method
and blockchain conditional payments

Conditional payment

O

However, smart contracts raise a number of legal
issues. Firstly, their automatic and enforcing na-
ture would make it difficult to apply conventional
contract law. They may not be voidable or there
may not be any form of consumer protection. Re-
solving any disputes over the irreversible and ‘au-
tomatically completed’ nature of these contracts
may be very hard to deal with. Furthermore, pri-
vacy concerns would also be a factor. Contracts
between parties would be publicly viewable in
the ledger.3°

Blockchain conditional payment

# Transaction where payment is made only
after multiple conditions are met

# Customer input required to confirm conditions
are met and/or initiate the transaction

# Transaction where payment is automatically
made only after multiple conditions are met

# Software validates conditions are met

(without customer input) and executes
payment
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4.3 SMART PROPERTY

In addition to transactions that are largely pay-
ment / currency focused, the blockchain can also
be leveraged to support “transactions of informa-
tion". Transactions in the blockchain can include
additional details about the unit being exchanged.
Smart property is property whose ownership is
controlled via the blockchain using ‘smart con-
tracts' (above) which are contracts enforced by
computer algorithms that can automatically ex-
ecute the stipulations of an agreement once pre-
determined conditions are activated.

Examples of smart property include stocks, bonds,
houses, cars and commodities. By harnessing the
blockchain technology as both a ledger and trad-
ing instrument, the “Coloured Coins” protocol
functions as a distributed asset management plat-
form, facilitating issuance across different asset
categories by individuals as well as businesses.?'

7 CMM Research Note - The Internet of Finance:
Unleashing the Potential of Blockchain Technology,
16 April 2015

32 Source: colu.co

3 Source: codius.org

34 Source: www.bitbond.com

3 Source: mirror.co
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Examples of companies leveraging this are be-
low:

» Colu* uses this protocol to digitalise the as-
sets of a corporation and transfer ownership
of them on the blockchain with the aim of
simplifying their exchange and maintaining a
transparent record of ownership.

» Codius® provides platforms to securely en-
code smart contracts in a blockchain. They
claim that this technology can be applied to
any asset or contract that can be digitalised.

* Bitbond** provides peer-to-peer lending ser-
vices which provide loans without requiring
the lender to hold or borrowing a bank ac-
count.

*  Mirror®*® has implemented a system to ex-
change financial contracts by using the Bit-
coin blockchain. The company enables the
creation and the settlement of P2P smart
contracts.

Figure 10: Comparison between physical
asset ownership and digital asset ownership

&)

Physical asset ownership

This type of application may have the potential
to transform businesses such as custody bank-
ing, as assets would not be required to be held
physically by custodians banks in order to pro-
vide guarantees of ownership. This could have
a significant impact on the global economy as
the technology permits property ownership to
be transferred in a safe, quick, and transparent
manner without an intermediary. There are many
other potential opportunities including linking
telecommunications with blockchain technology.
This could, e.g., provide car-leasing companies
the ability to automatically deactivate the digital
keys needed to operate a leased vehicle if a loan
payment is missed.

=l

Digital asset ownership

# Ownership change for a physical asset
(where ownership is stored offline)

# To change the ownership of an asset physical
exchange of documents is required

# Documents are stored within a central entity
and maintenance of records is required

# Ownership change for a “digital” asset
(where ownership is stored online)

# To change the ownership of an asset an online
transaction registered on the blockchain
is required allowing traceability of ownership
and paper free transaction

# Each transaction is recorded in the blockchain
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4.4 PEER-TO-PEER DATA STORAGE

The blockchain can be used as a trusted P2P net-
work for document storage. Applications for the
blockchain can be used to “upload” files to the
network. The file is “split” into several parts and
each part is separately encrypted with the digital
signature of the sender (this process follows the
same procedure explained in the illustration on
the "overview of the blockchain process”). The
parts are then stored on network users devices
if they have available space and have agreed to
“rent” this space in return for a fee. The block-
chain records this as a “transaction” with the de-
tails of the sender, the receiver and the unit.

3¢ Source: storj.io

37 Source: peernova.com

% Source: www.shocard.com
3% Source: www.ethereum.org

INNOVALUE

This allows the application to locate the docu-
ment parts for the user when they wish to re-
trieve it.

» Storj*® has applied this principal to create a
system for which information and documents
can be stored using an encrypted peer-to-
peer network and exploiting the available
space on a computer of another user. Storj's
users can rent out the available space in their
computer.

* Peernova¥, using the same technique as Stroj,
is able to build a system to store any sort of
documentation using the blockchain such as:
audit archives, healthcare records, govern-
ment information and financial reports.

» Leveraging the same principal, ShoCard*®
has developed a way to store your personal
information and identity documents using the
Bitcoin's blockchain, simplifying the docu-
ment collection that would be part of a KYC
process required by financial institutions.

Figure 11: Comparison between centralised
database and distributed database

=Bo

Centralised database

Companies such as Ethereum?® have also been
implementing the blockchain technology to pro-
vide end to end services, covering the majority of
four categories described in this section. There-
fore, they are able to provide solutions for crowd-
funding, voting systems, smart properties, finan-
cial exchanges and company governance.

The companies described above, and more, are
providing new solutions to meet customer needs
that can be serviced through the blockchain. This
could lay the foundation for future developments
where peer-to-peer transactions are conducted
through the blockchain.

-]
Distributed database w

# Exchange and storage of information stored
on a central server

# Information is stored in single location
and security is provided by central entity

# Exchange and storage of information stored
using the blockchain

# Information is split throughout the network

and individually secured on users devices
connected to the network
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Figure 12: Different reported approaches
to leverage the blockchain technology

Strategy Incumbents Blockchain company Description

NASDAqO In-house Record-keeping and transfer security

for its private market platform

In-house blockchain

In-house b k® system and digital currenc C border t ti
development Cltl an y y ross border transactions

(Citicoin)
I.HVDaﬂK In-house through Programmable money for the storage,
CuberTechnology management and transfer of liquidity
a oldman ‘ Digital currency st i
(( LE g y storage, conversion
achs ) CIRC and transaction services
[nvestment @~ @ —F———————————————————————— —— —— —— —— — — — — — — — =
. Bitcoin platform and wallet.
g COl nba se 2.3 mn users and 39k merchants

(June 2015)

Faster international payments,
real time clearing and settlement
(Western Union)

.g I'Ipple Instant € / $ FX transaction (Fidor)

International real-time payments
(US - Western EU)

Partnership

Bitcoin payment acceptance methods
for merchants (via subsidiaries)

GOCOIN
o I ™e Fintech accelerator focussed
S o on blockchain
Accelerators gafello Atlas card Fintech accelerator with 2015
focus on blockchain solutions
Blocktrace for the insurance industry

Public announcements of interest
n.a. in blockchain and potential future
developments (details not released)

Interest
announced

& Santander

BNP PARIBAS
Deutsche Bank

Source: company press releases, INNOVALUE research
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5
HOW INCUMBENTS ARE
LEVERAGING THE BLOCKCHAIN

Four different strategies have been adopted by A growing number of both corporate and in-
established business models or “incumbents” to  stitutional incumbents are announcing their
leverage blockchain technologies: interest in the possible implementation of the
blockchain®® and the pace of investment in Bit-
« Develop an in-house platform - e.g. in May  coin / blockchain companies is increasing with
2015, NASDAQ launched a blockchain ledger  ~$95mn invested in 2013, ~$350mn invested in
to improve the stock management capa- 2014 and ~$344mn already invested from Janu-
bilities of its private market platform*°, and  ary to May 201544,
a month later, announced a partnership with
Chain, a provider of blockchain infrastructure,
to optimise the exchange processes of shares.

= Directly invest in blockchain companies - e.g.
Goldman Sachs acts as a Venture Capitalist in
the Bitcoin's blockchain space®'.

« Partner with existing blockchain companies  Figure 13: Venture Capital yearly investments
- e.g. during the 'Milken Institute's Global  ($m) in companies developing Bitcoin’s blockchain
Conference 2015," Chris Larson (CEO Ripple)  applications (Global)
and David Thompson (CIO Western Union)
announced a partnership between the two 826
companies to implement a remittance block-
chain system.

« Study the possible application through an 482 >l(:fJ§ga_StDec>
accelerator - e.g., UBS opened an office in
Level39, a London based FinTech accelerator, 349
to research innovative Eblockchain applica-
tions*2.

— YTD (May)

2012 2013 2014 2015

Source: coindesk.com, INNOVALUE research

40Source: Nasdaq official press release, 11/05/15

4 Source: Finextra

42 Source: Level39 press release

43 Different stages of interest are shown by incumbents. E.g., Santander has published
a paper that includes the potential benefits of the blockchain to financial
institutions (see The FinTech 2.0 Paper). RBS, as part of its plan to invest £3.5 bn
in technological development, is discussing a ‘proof of concept’ with Ripple
to automate bank transfers

44Source: Coindesk.com
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CONCLUSIONS
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The blockchain is an innovative solution to the
process of completing information exchanges
and transactions. As with all technical advances,
it is undergoing progression from initial launch
for niche applications (e.g. a digital currency) to
potential large scale adoption by businesses and
governments.

The internet revolutionised how people com-
municate with each other across the globe and
it is conceivable that the blockchain could have
potential to change the way information is ex-
changed and transactions are completed.

4> Source: blockchain.info
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While the usage of digital currencies is presently
low, and there are a variety of challenges that are
likely to prevent their widespread adoption in the
long run, digital currencies may still pose a threat
to traditional fiat currencies in the future. What
digital decentralised convertible currencies (like
Bitcoin) have proven is that they are just the tip
of the iceberg of what the blockchain is capable
of. It remains to be seen whether the innovative
blockchain technology will be adopted widely
enough to become a force in the global economy.
Many technical modifications and improvements
to its design including regulation, governance
procedures and costs would still need to be con-
sidered.

Moreover, the blockchain is promoted as an inex-
pensive payment technology, there are still asso-
ciated costs which can be significant. The block-
chain relies on nodes that store a copy of the
ledger as well as nodes that compute the hash
function both of which require time, electricity,
maintenance and appropriate hardware.

Currently, for example, the nodes are incentivised
by Bitcoins - they receive an amount of “new”
Bitcoins with the creation of the block and they
receive any transaction fees that the sender had
elected to pay (e.g. for complex transactions).
At today's market value for Bitcoins, the aver-
age node's revenue per transaction*® is ~$7. It is
up to the nodes to ensure that this value is suf-
ficient to cover their running costs (many specu-
late that only those users with a very efficient IT
infrastructure can achieve profitability). Anyone
receiving payment in Bitcoins (nodes and mer-
chants) is also subject to volatility risk due to the
fluctuations in price. This can be mitigated with a
value guarantee, which is offered by some Bitcoin
exchanges for a fee of 2-3% of the transaction
value. This leads to the conclusion that, despite
the Bitcoin's marketing message that a Bitcoin
transaction cost is very low, the actual total full-
cost of a Bitcoin Fx guaranteed transaction for a
merchant could be much more expensive than
the vast majority of any domestic or international
card transaction.

...companies should develop strategies
and business models that leverage the blockchain
as an enabler that can be core or complementary

to their business.
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In general terms, there are several factors which
could potentially increase the costs of using
blockchain for the applications discussed in this
report:

« Regulation: Currently, the blockchain is not
subject to the same level of regulation as tra-
ditional payment / banking institutions and
therefore, blockchain companies do not need
to invest at the same levels to ensure regula-
tory compliance.

* Incentives: Solving the hash function is time
and energy consuming for the nodes and in-
centives in the form of Bitcoins are used; ap-
propriate incentives need to be considered for
new applications/ chains (Bitcoin or others).

«  Computational power: lower computational
power reduces the effort required to recre-
ate the proof of work for all the blocks in the
blockchain (which would potentially allow a
hacker to manipulate the system); sufficient
power in the network is required to create a
barrier against hacking.

= Space: as a ledger, the blockchain is increas-
ing in size as more transactions are com-
pleted (growing from ~8000MB in June
2013 to ~36,000MB in June 2015). The size
of the blockchain ledger is already exceeding
the capability of some devices (e.g. mobile
phones with memory of 32Gb or less). As this
growth continues it will exceed the storage
space available from average users, leaving a
vast part of the public unable to participate or
resulting in delays in processing transactions.

INNOVALUE

These points should be considered when devel-
oping a strategy to adopt blockchain technology
since they could increase the actual total cost
(inclusive of power, hardware and software de-
preciation, etc.) that is incurred by the network
participants to validate a transaction.

However, the number of organisations lever-
aging the blockchain as well as the range of
initiatives from established organisations sug-
gest that this is a technology that is being seri-
ously considered although its full potential and
applicability is still far from having been fully
explored. At this point in time, organisations
should be considering the potential of the block-
chain and the level of disruption it will cause
them based on their industry, positioning and or-
ganisational maturity. On this basis, companies
should develop strategies and business models
that leverage the blockchain as an enabler that
can be core or complementary to their business.
It is also important to keep in mind that an im-
plementation doesn't necessarily need to be de-
signed in-house, but can rather take the form of
selective partnering or investing.
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www.lockelord.com

Locke Lord is a full service, international law firm
with offices in London, Hong Kong and 11 U.S. cit-
ies, and a full range of practice and industry ar-
eas that serve international and domestic clients
worldwide.

Our London Office is a gateway for the Firm's
international work in the UK, Europe, the Middle
East and Asia, and is home to a world-class team
of lawyers dedicated to providing the best ser-
vice possible to clients around the world.

Having established a presence in London more
than 25 years ago, Locke Lord opened a much
larger, full-service office in early 2012, and as
part of the Firm's strategic plan, assembled a
team of leading lawyers with many years of ex-
perience. From major corporations and financial
institutions to individuals and overseas-based in-
vestors, our clients trust the Firm's strong capa-
bilities and excellent representation in the areas
of, banking and finance, cards & payments, capi-
tal markets, corporate M&A, dispute resolution,
employment, energy, insurance & reinsurance,
real estate and restructuring & insolvency.

As an integral part of Locke Lord's global pres-
ence, the London office collaborates daily with
the wider network of the Firm's 650-plus col-
leagues across the U.S. and Hong Kong. Our
combination of proactive, barrier-free communi-
cation offers clients the best resources available
to tackle their issues both complex and straight-
forward.

INNOVALUE

Our strength is understanding the challenges
faced by our clients and delivering a tailored
solution to meet their individual objectives. In
particular, our lawyers employ a very entrepre-
neurial approach to their client relationships. As
well as providing sound legal advice and guid-
ance to meet client expectations, they also regu-
larly bring together parties when they believe
that such introductions would be beneficial to
their clients.

Strong leadership and deep roots in the UK are
the essence of Locke Lord’s London office. Our
London lawyers are consistently recognised by
well-regarded law firm ranking organisations,
including Chambers UK 2013, and the Legal 500
2012, which list them among leaders in their
fields. Along with our many London and U.S. cli-
ents, Locke Lord's London office also serves cli-
ents throughout Europe and Asia.

For further information, please contact:
Robert Courtneidge
Global Head of Cards & Payments

rcourtneidge@lockelord.com

Siobhan Moore

Senior Associate, Cards & Payments Team

shmoore@lockelord.com

Vicky Lloyd

Senior Associate, Cards & Payments Team

vlloyd@lockelord.com

Charlie Clarence-Smith

Member of Global Cards & Payments Team

cclarence-smith@lockelord.com
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INNOVALUE is a leading strategic manage-
ment advisory firm dedicated to the financial
services industry. INNOVALUE's clients are
global or national market leaders, regional spe-
cialists, innovators and entrepreneurs that have
trusted INNOVALUE for over a decade as their
preferred advisors. In the three practices - Pay-
ments, Banking and Insurance - INNOVALUE has
a distinctive industry know-how based on years
of experience, deep and tested insights and es-
tablished methodologies. The industry practices
are complemented by two cross-functional ser-
vice lines: Corporate Finance and INNOVALUE
Solutions.

INNOVALUE

What makes INNOVALUE unique is our value
proposition that is based on:

# Excellent industry knowledge:
INNOVALUE's expertise is a result of deep
and unrivalled knowledge of the financial ser-
vices industries Payments, Banking and Insur-
ance. Since our founding, we have consistently
focused on those industries strengthening our
comprehensive and deep topical knowledge.

Our clients have realised that few manage-
ment advisory firms hold a comparable level
of expertise in our industries of focus.

PAYMENTS EXPERTISE

Card Issuing
Merchant Acquiring

Processing

Loyalty and Value Added Services

Y 4
Y 4

Y 4

# Consumer credit
I

# Core and corporate payments
Y 4

Transaction banking

FUNCTIONAL EXPERTISE

STRATEGY

# Market Entry Strategy

# Product And Pricing Strategy
7 Regulation

7 Sales And Marketing

CORPORATE FINANCE

Collaborative advisory:

the best advice is never developed in isolation,
behind closed doors, but in partnership with
the client. Hence INNOVALUE's team work as
“one team” through a collaborative approach
with the clients’ team. This partnership not
only makes a difference in terms of quality
and value of our advice, but also contributes
to a positive impact at a personal level through
mutual trust. These factors provide the foun-
dation for recommendations and conclusions
that are endorsed, shared and supported, and
ultimately implemented, within the client’s or-
ganisation.

Online Payments

Mobile Payments

Digital Commerce

Digital identity

Digital industry convergence

ATMs, mobile, branch
and distribution channels

N NN N NN

OPERATIONS
# Operating Model

# Restructuring
# Cost Reduction

# Post Merger Integration

INNOVALUE SOLUTIONS
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www.innovalue.com

INNOVALUE

# Actionable strategies:

the value of a good strategic analysis which
does not stand a chance of being implement-
ed for whatever reason is none. This is why
INNOVALUE's consultants take particular
care that recommendations are realistic, fea-
sible, endorsed, shared and supported, and
ultimately implemented. At INNOVALUE,
this is one of our core principles - as INNO-
VALUE delivers "high-value consulting, down
to earth”.

FRANCESCO BURELLI
Partner

INNOVALUE Management Advisors Ltd.
3 More London Riverside

London, SE12RE

United Kingdom

E-MAIL burelli@innovalue.com

# Tangible results:

feedback that INNOVALUE receives at the
completion of each project shows that INNO-
VALUE's work provides genuine added value.
INNOVALUE strives to create an extraordi-
narily high “return on consulting investment”
- and practically all of INNOVALUE's clients
would unreservedly recommend us. These
are values which bring back to INNOVALUE's
fourth, and perhaps most important principle:
INNOVALUE always makes a tangible and
relevant contribution to the competitiveness
of its clients.

INNOVALUE supports its clients internation-

ally from the offices in Hamburg, Frankfurt and

London.
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